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The cloud is still dark and more 
full of terrors
SEC-T - 0x10sion
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Who Am I?

● Built the cloud security programs for some media companies
● Founder: fwd:cloudsec conference
● Rants a lot on Twitter
● Somehow was named a Security Hero by AWS
● Cloud Security Consultant
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Agenda

● Major Cloud Incidents
● Themes
● Are the Cloud Providers to Blame?
● What we can do about it!

Link to the slides available at the end
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Why is cloud different 
from on-prem?
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Major Cloud Incidents

https://breaches.cloud
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Code Spaces

Anyone remember them?

Admin keys were leaked
Account was ransomed
Ransom wasn’t paid
Account deleted!
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LastPass

● Two incidents in 2022
● First was source code leak
● Second was targeted at Sr. 

DevOps Engineer
● Initial Access: Home Plex 

Server
● Client-Side encryption keys 

accessed
● Vaults were on-prem, but 

backed up to S3
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Capital One

What's in your dumpster fire?

* Attacker's landlord had illegal firearms which 
were seized as part of the search 10
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Capital One - Timeline

● June 2012 - Instance Metadata Released
● 2013 - GCP Implements headers for metadata service
● 2014 - First disclosure of a IMDS attack
● 2017 - Microsoft implements headers for Azure
● 2018 - Scott Piper calls for AWS to improve IMDS security
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EC2 Metadata Abuse
[ec2-user@ip-10-XX-XX-234 ~]$ role_name=$( curl -s 
http://169.254.169.254/latest/meta-data/iam/security-credentials/ )

[ec2-user@ip-10-XX-XX-234 ~]$ curl -s 
http://169.254.169.254/latest/meta-data/iam/security-credentials/${role_name
}
{
  "Code" : "Success",
  "LastUpdated" : "2018-04-23T13:02:26Z",
  "Type" : "AWS-HMAC",
  "AccessKeyId" : "ASIAR5DV6JBZRSJH2ZZA",
  "SecretAccessKey" : "eEuERNfOREDACTED/9Ha0YGZ6bd",
  "Token" : "FQoDYXTHISISNOTAREALSESSIONTOKENTHISISJUSTATRIBUTEL31gU=",
  "Expiration" : "2018-04-23T19:06:48Z"
}
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Capital One - Timeline

● December 2018 - eu-north-1 region (Stockholm) opened
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Capital One - Timeline

March 2019

● The attacker finds 
“misconfigured WAF” 
and gains access to 
credentials.

● Downloads data from S3
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Capital One - Timeline

● May 2019 - GuardDuty Available in Stockholm Region

● July 2019 - Indictment issued, Capital One disclosed 
breach
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Capital One - Timeline

● August 2019 - Senator Wyden gets involved
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Capital One - Timeline

● August 2019 - AWS places all blame on Capital One
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Capital One - Timeline

● August 2019 - AWS places all blame on Capital One
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Capital One - Timeline

● August 2019 - AWS places all blame on Capital One
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Capital One - Timeline

● November 19th, 2019 - AWS introduced IMDSv2
○ 113 days after the incident

● September 2022 - Class action lawsuit settled for $190M
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UNC2903 

● Public Server with CVE-2021-21311
● Victim unknown
● IMDSv1
● S3FullAccess
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Microsoft - Storm-0558

● 2016 Consumer MSA Key
○ still used in 2023

● Failed to validate key 
purpose 

● Failed to detect the intrusion 
● Failed to figure out how the 

2016 key was compromised
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Microsoft - Storm-0558 - Detection

● Found by US State Department
● They had G5 Licensing
● “Big Yellow Taxi” rule

○ MailItemsAccessed
● State Dept notified Microsoft
● MS discovered access signed 

by the consumer MSA Key
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The Board identified a series of Microsoft 
operational and strategic decisions that 
collectively point to a corporate culture that 
deprioritized both enterprise security 
investments and rigorous risk management.

– Cyber Safety Review Board
March, 2024 
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Microsoft - Storm-0558

Meme of unknown origin
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“two cozy bears in a midnight 
blizzard” (DALL-E 2)

Microsoft - Midnight Blizzard

● Russian SVR
● Test User in Test Tenant
● Self Enrollment Abuse
● Cloud-Plane lateral 

movement
● Most Narcissistic 

objective ever
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Snowflake

Victims

● TicketMaster
● Santander
● Lending Tree
● AT&T
● Advanced Auto Parts
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Snowflake
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Themes
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Threat Actors have Objectives against 
Targets using Attack Vectors
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Attack Vectors
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1. Lost, stolen, or exposed credentials
2. Publicly exposed resources
3. Credentials exposed via application security flaws
4. Unpatched vulnerabilities and 0-days in exposed systems
5. Denial of Service attacks
6. Subdomain takeover
7. Supply chain compromise
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AWS Customer Incident Response Team
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Are the cloud providers to blame?
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YES
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NOT



© 2024 PrimeHarbor Technologies, LLC 40

It’s time to demand 
more from the cloud 
providers
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Or it’s time for 
Governments to 
step in
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@jcfarris
https://github.com/jchrisfarris
https://www.linkedin.com/in/jcfarris
http://www.chrisfarris.com
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Questions?

https://chrisfarris.com/sect2024
https://breaches.cloud


