RSAConference?2024

San Francisco | May 6 — 9 | Moscone Center

SESSION ID: CLS-TO1

CloudSec Hero to Zero: Self-
Obsolescing Through Prolific

Efficiency

Rich Moguli

Cloud Security Curmudgeon
Firemon/Securosis

@rmogull@defcon.social

THE ART OF
POSSIBLE

Chris Farris

Cloud Security Evangelist
PrimeHarbor Technologies
@jcfarris [@infosec.exchange]

#RSAC




#RSAC

Disclaimer
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#RSAC

Mass Casualty Incident (MCI)

e Any incident that exceeds available
resources

PrimeHarbor
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START: Simple Triage and Rapid Treatment

FIREMON (®)

PrimeHarbor
Technologies

START Adult Triage

" Able to ™ Yes .
< walk? - SECONDARY TRIAGE
No+

Svont ~_ No o Spontaneous
4 pontaneous ————p Position airway
Y breathing e breathing

APNEA

Triage Categories

12 G UL Gack Triage Tag Color

e Victim unlikely to survive given severity
of injuries, level of available care, or
both

o Palliative care and pain relief should
be provided

LSV PNl Red Triage Tag Color

o Victim can be helped by immediate
intervention and transport

e Requires medical attention within
minutes for survival (up to 60)

o Includes compromises to patient's

. 1
S, Radial pulse absent ) m Airway, Breathing, Circulation
or capillary refill > 2 sec
DELAYED Yellow Triage Tag Color

e Victim's transport can be delayed

e Includes serious and potentially
life-threatening injuries, but status not
expected to deteriorate significantly

A over several hours

] Respiratory )
Rate

>30

<30

~Perfusion ™

Radial pulse or capillary
present refill < 2 sec

e h Doesn't obey
Mental

commands m Green Triage Tag Color
status p IMMEDIATE

o Victim with relatively minor injuries
™ - o Status unlikely to deteriorate over days
Y e May be able to assist in own care:
iObeys commands "Walking Wounded"

| DELAYED |

#RSAC
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#RSAC

START: Simple Triage and Rapid Treatment

‘ START Adult Triage ‘

Yes

SECONDARY TRIAGE

s . No Spontaneous
pontansous —— Position airway
breathing breathing

[APNEA

Triage Categories

3GV iack Triage Tag Color

o Victim unlikely to survive given severity I
of injuries, level of available care, or
both

>30

o Palliative care and pain relief should
- be provided

IMMED!

(2B Red Triage Tag Color

e Victim can be helped by immediate
intervention and transport
e Requires medical attention within
- minutes for survival (up to 60)
e Includes compromises to patient's

~ . 1
__Radial pulse absent » m Airway, Breathing, Circulation
. -~ or capillary refill > 2 sec
~_ DELAYED Yellow Triage Tag Color

Radial pylse or capillary

o Victim's transport can be delayed

present refill < 2 sec e Includes serious and potentially
life-threatening injuries status not
expected to deteriorate significantly
A over several hours

Mental

. Doesn't obey
g commands Green Triage Tag Color

o Victim with relatively minor injuries

o Status unlikely to deteriorate over days

« May be able to assist in own care
"Walking Wounded"

Obeys commands

| DELAYED ‘
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#RSAC

You wake up one day and....
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Welcome to your new cloud environment
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#RSAC

Day One - what do you do?

e You're the first cloud security hire
e Company has been in business for 15 years

e Been in the cloud for the last 10 years

e Finished their cloud migration 6 months ago
e |nternal Audit said they needed a Cloud Security Program

e CISO hired you to make it all better

PrimeHarbor
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#RSAC

Systemically Taming Chaos

Enroute Prep

Initial
Observations

Scene/Situation Patient

First Impression

Detailed
Assessment

Refine O

Orfferential [ Advanced Medical Life

Ongoing Support (AMLS) Algorithm

Management

PrimeHarbor
FIREMUN @Technologies 10 RSAConference2024



#RSAC

Systemically Taming Chaos

Enroute Prep

Initial
Observations

Scene/Situation Patient Prioritize

Contain

First Impression

Detailed
Assessment

Refine O
Differential
L]

Proceduralize

Operationalize

Automate

Ongoing
Management

Prim&Rarpo
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#RSAC

Simple Triage And Rapid Freatment Remediation

No
Issues that are regulatory or hard to exploit
UCTM NG { betayed ] Thesg are important, but not heavily
exploited, or only after Initial Access
Fixable Yes . Issues that when resolved immediately

reduce risk
No

Critical issues that will take herculean efforts to
resolve

Expectant

PrimeHarbor
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Step 1: Orient

-ind your Accounts

-ind your Ownersl

1.
2.
3. Deploy a CSPM
4.

ldentify your Telemetry

1 May take more than a week

PrimeHarbor
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#RSAC

Accounts & Owners

e Find your accounts
— CIS Critical Control 1 & 2
— 1.5 is know your cloud accounts

e Owners
— Who can make a decision about the account?
— Who can answer technical questions?
— Both are critical

PrimeHarbor
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Telemetry

e Cloud Audit Logs are the #1 priority

— Credentials are a common threat vector
— This logs them

e Any CSP threat services that are already running

e |dP logs if they are available

PrimeHarbor
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CSPM

e These are your patients
— Cloud Resources with some form of misconfiguration
— Resources that shouldn't exist if you're doing cloud right (IAM Users)

e You don't need fancy attack path methodologies here.
e Look at classes of issues, not each finding!

e Start with the Big Gaping Security Holes
— these are your Immediate concerns

— We’ll discuss later

PrimeHarbor
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STARTing Focus

e Move fast
* Focus on information gathering

e Feed into the rest of the cycle AS you get data

— You don’t have to collect everything before making decisions
e Always be prepared to Stop the Bleed

e Use Free and Open Source if procurement can’t keep
up

— Consider CSP tools (more later) if needed but be prepared
for the bill

— Vendor trials are a GREAT cheat code

PrimeHarbor
FIREMUN @Technologies 18 RSAConference2024
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Prioritize with the )
Universal Cloud -
Threat Model —

Proceduralize

6 )
Operationalize
|

a )
Automate
\_ y
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#RSAC

What is the UCTM?

e We're all in the same public clouds

. : '-?‘
-~ "_h

e \We all face the same universal threats

e Many of us can afford to threat model t

B
P = 2R
Y

e Many of us cannot

X

A THREAT MODEL SIR2

e Crowd Sourcing!

PrimeHarbor
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#RSAC

Why the UCTM

e Address the main gaps in non-cloud threat models:
— In cloud, infrastructure and applications are often deeply entangled

— In public cloud the Internet-facing attack surface now includes the
administrative management plane

— In public 1aaS, nearly all organizations run on the shared infrastructure of
three primary cloud service providers followed by a slightly-large set of
secondary providers

PrimeHarbor
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90/90

The Universal Cloud Threat Model identifies the commonalities faced by all organizations
equally based on their cloud usage, regardless of size, vertical, or nationality.

PrimeHarbor
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#RSAC

Threat Actors have Objectives
against Targets using Attack Vectors
that are observed by defenders as Attack Sequences

FIREM N @PrimeHarbor
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Threat Actors

e State-nexus t
e Cybercrimina

e Hacktivists &

e |nsider threats

s & financially motivated threat actors

:;25 -

el

cause-motivated threat actors

e Script-kiddies, reputation builders, 80s-style hackers

e Rich’s Cat. He’s a legitimate turdhole.

FIREM N @PrimeHarbor
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#RSAC

Objectives

e Financial Gain from: e Leveraging Cloud
— CryptoMining Infrastructure for:
— Spam — Financial attacks against others
— Ransomware (encryption or — Geo-Political attacks against
deletion) others
— threat of sensitive information e Denial of Service Attacks

disclosure (blackmail)

— selling Sensitive Data on black * Industrial espionage

market e Nation-state espionage

PrimeHarbor
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Targets

e Data

e Compute
e Network
e Pipelines

e Supply Chain

FIREMON @PrimeHarbor
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Attack Vectors

e These are the things to defend against

* Involve credentials, network exposure, misconfigurations

Initial Access
3 techniques

Execution
4 techniques

Persistence

6 techniques

Privilege Escalation
4 techniques

Defense Evasion

8 techniques

Credential Access
7 techniques

Discovery
14 techniques

Lateral Movement
2 techniques

Collection
4 techniques

Exfiltration
2 techniques

#RSAC

Impact
7 techniques

Exploit Public-
Facing
Application

Trusted
Relationship

Valid Accounts () [

FIREM N @

Cloud
Administration
Command

Account
Manipulation (3)

Command and
Scripting
Interpreter (1)

Create Account (y)

Abuse Elevation
Control
Mechanism (y

Serverless
Execution

Event Triggered
Execution

Implant Internal
Image

Account
Manipulation (3

Event Triggered
Execution

’User Execution (q)

Modify
Authentication
Process (2)

Valid Accounts (3) n

Valid Accounts (3

rFrimenarpor
Technologies

Abuse Elevation Control
Mechanism (1)

Exploitation for Defense

Brute Force (3)

Credentials from
Password Stores (1)

Evasion
Forge Web
Impair Defenses (3) Credentials ()
Modify Authentication Modify
Process () Authentication
Process (3
Modify Cloud Compute
Infrastructure (s) Multi-Factor

Unused/Unsupported
Cloud Regions

Use Alternate

Authentication Material (7

Valid Accounts (2)

Authentication
Request Generation

Network Sniffing

Unsecured
Credentials (3

28

Account
Discovery (1)
Cloud
Infrastructure

Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Cloud Storage
Object Discovery

Log Enumeration

Network Service
Discovery

Network Sniffing

Password Policy
Discovery

Permission Groups
Discovery (1)

Remote Services (z)

Use Alternate
Authentication
Material ()

Automated
Collection

Data from Cloud
Storage

Data from
Information
Repositories

Data Staged (1) "

Exfiltration Over
Alternative
Protocol

Transfer Data to
Cloud Account

Data Destruction

Data Encrypted for
Impact

Defacement 1)

Endpoint Denial of
Service (3)

Inhibit System
Recovery

Network Denial of
Service (3)

Resource Hijacking

RSAConference?024



e Cloud is Dark

And Eull of Terrors
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VECTOR: Lost, stolen, or exposed credentials

'9:@incorrectgotyUbtesy

| wolildn’t recommend it, no.

PrimeHarbor
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#RSAC

VECTOR: Publicly Exposed Resources

ACHIEVEMENT UNLOCKED!
S3 Bucket Negligence Award

You have failed to adequately safeguard the data with
which you were entrusted. You have failed those who relied
upon you.

PrimeHarbor
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#RSAC

VECTOR: Credentials exposed via application
security flaws

Pick a password

Don't reuse your bank password, we didn't
spend a lot on security for this app.

At least 6 characters

FIREM N @PrimeHarbor
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VECTOR: Unpatched vulnerabilities and zero-days

in overlv exnosed svstems

FIREM N @PrimeHarbor
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#RSAC

ALL MODERN DIGITAL

VECTOR: Supply Chain INFRASTRUCTURE
( g R
2 g Tt
e [ |
gk |
@ A PROJECT SOME
RanooM APT
IN China HAS
. J BEEN THANKLESSLY
MAINTAINING
SINCE 2023
=
_

PrimeHarbor
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VECTOR: Domain Takeover
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1 developer hosts a file 1 1 Attacker uploads '
. on S3 bucket . . file to the same path :
] [] (] [
] ] (] '
1 | ] L}
: developer deletes : : Bucket is hijacked :
e bucket 2 " by attack )
1 | ] L}
1 ] ] L}

| ]
: package gets file malicious file is .
' from bucket served to package '
] '
] ] ] [
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Image courtesy of Checkmarx -
Hijacking S3 Buckets: New Attack Technique Exploited in the Wild by Supply Chain Attackers

PrimeHarbor
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Threat Actor Copies/Alters a Public Data Resource

Vector Sequence Outcomes
Copies data Financial gain (blackmail)

Publicly Exposed
Resource

‘

Attacker discovers
via scan/disclosure

Financial gain (sell data)

‘

Determinfs access Modifies data

Financial attack against
others (e.g. watering
hole)

Ransomware (convince
victim they still have
data)

Deletes data




Vector

Sequence

Outcomes

t

Attacker obtains
credentials

o

Unpatched
vulnerabilities

@

ches new VM from
miner image

Launches new VM,

‘

Attacker discovers
via scan/disclosure

injects miner via user-
data

Loads into attack
automation tools

Assesses privileg
blind runs actions

orm (e.g. SSM)

Financial gain
(cryptomining)

Sends spam/phishing via
messaging service

Financial gain (spam/
phishing)

Attacker exploits
vulnerability

Obtains credentials/
secrets

Attacker brute forces
access

Supply chain

‘

Injects mining software

Financlal gain
(cryptomining)

Malware obtains
credentials

Attacker embeds miner

or malware into base
image/software

User runs VM/Container
from compromised image

Mining software runs




Vector

Threat Actor Engages in Ransomware

Sequence

Outcomes

Attacker obtain
credentials with read
write access to
sensitive data

o

Unpatched
vulnerabilities in
exposed system

Attacker copies
data

Read-only access

Attacker sends
ransom message

Attacker copies
data

Read/write access

Attacker exploits

Attacker deletes
data

vulnerability

Attacker injects
ransomware kit

Attacker brute forces
access

Attacker sends/
uploads ransom
message

Financial gajn (blackmail
if data is sensitive)

Financjal gain
(ransofnware)

Malware spreads

Attacker triggers
encryption/lockout

Attacker sends/
uploads ransom
message

Financial gain (selling
sensitive data on black
market, e.g. Pll)




Threat Actor Engages in Lateral Movement

Vector Sequence Outcomes
Attacker exploits  Attacker sfans/maps Attacker obtains Attacker pivots/
Unpatched credentials on

vulnerabilities in
exposed system

system network
system

expands to next
host/network

Attacker obtains
cloud credentials
or access

Attacker pivots to
management
plane

Variable baged on what
attacker disclovers. Often
escalates fo directed
attack of mining/
ransoinware

Attacker pivots to
compute target

Application security
vulnerability

via control plane
tooling

Attacker exploits Attacker
app vulnerability enumerates
cloud

infrastructure to

discover targets
Attacker pivots to data
target via read/write
permissions

See ransomware
sequence




Threat Actor Engages in Subdomain Takeover

Vector Sequence Outcomes
DNS Attacker finds DNS entry Attacker creates Attacker Financial gain (spam/
that doesn't point to resource with impersonates phishing theft)
existing resource that address target

@ L 4 Q-

Attacker creates
resource with
that address

Financial gain (watering
Attacker loads hole attack)
malicious payload

Cloud storage Attacker discovers app
reference to cloud
storage that no longer
exists




#RSAC

What’s a Big Gaping Security Hole™?

FIREMON (®)

Exploitable

Fixable

h 4

A 4
)

Delayed

S

v h 4

Immediate

PrimeHarbor
Technologies

42

Examples:

e Root Access Keys

e Public Write/List Buckets
e 3389 open to the world
e Missing MFA

e Access Keys from the Obama
Administration

RSAConference?024
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Setting up incident
command (and p—

Contain

beyond) —

[ Automate ]
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After your initial response

e You should have:

— ldentified and analyzed initial telemetry
— Closed the BGSHs

— Prioritized using the UCTM

— Begun playing politics (ICS 400 FTW)
e Now you

— Start the planning cycle

— Implement procedures and guardrails based on

prioritization

#RSAC

ﬂactics
Meeting

Preparing for \
the Plar]ning Planning
Meeting Meeting
P?zgiaigg IAP Prep &
Tactics Approval
Meeting 1 ;‘
Command &
General Staff Operations
Meeting Briefing
A\ J
DeveloaUndat N b
evelop/Update Execute Plan Period Begins

& Assess
Progress /

Objectives
_\Meeting

Initial IC/UC
Meeting

= Incident Brief
Using ICS-201

-------------------------
. ]

! Initial Response :

: & Assessment :

! Incident/Event :

— Begin transitioning into daily operations vs. crisis mode

FIREM N @PrimeHarbor

Technologies a4
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| ¢ Planning
| é’ ||P||

| 2
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#RSAC

What other tools do you need?

e CSPM (permanent)
® [nventory

e Cloud API Logging
— And event (e.g. GuardDuty/Defender) handling

e |dentity Federation
e Secrets Scanning!

e SBOM

PrimeHarbor
FIREM N @Technologies 45 RSAConference2024



#RSAC

Cloud Providers are not your friend!

e |n all providers, Security is an up-charge
e They're typically not as good as what you'll see on the show floor

e But...

— No procurement process
— Less setup
— (Usually) Better than nothing

e Often you have no choice SHAE‘E SHAME. SHAME

PrimeHarbor
FIREM N @Technologies 16 RSAConference2024
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Build vs Buv vs Download

<20
accounts

>20

Low Low/No

Moderate

High

'

Low

ce2024




#RSAC

Transition Period

e Slowly move from reactive to engaging with teams

e Begin putting in initial guardrails for the BGSHs
— Detective with alerting
— Preventative with policies (SCPs/Azure Policy/etc.)

* Now the politics get fun

PrimeHarbor
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Moving from

. Prioritize
Pandemic —

° Contain

to Endemic ——

Automate
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#RSAC

Find your systemic issues

e Wide open security groups?
— Lack of VPN, no RFC1918 connections

e Lots of IAM Users?
— No centralized identity system

e Public Buckets?

— User education
— Lack of understanding of IAM and cloud APIs

PrimeHarbor
FIREM N @Technologies 50 RSAConference2024



You're not lke

e Don't start with paved-roads

e Clear the path first - remove obstacles

— Get an centralized identity system
— Get VPN/RFC1918 routing working
— Write a Baseline (https://pht.us/baseline)

e Then focus on guard-rails

FIREM N @PrimeHarbor

Technologies 51
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o

* X

EISENHOWER
INTERSTATE
SYSTEM
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https://pht.us/baseline

#RSAC

Extend the Cloud Threat Model

e What threat actors want to target you?

e What are their objectives and motivations?

e What do you have that they want? (Targets)

REMEMBER:;YOU'REUNIQUE
Ry '@

. @
(= o
. JUST,LIKE EVERYONE ELSE

imaflip. .CO

FIREM N @PrimeHarbor
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#RSAC

Unique Adversaries & Threats

e Auditors
e Mergers & Acquisitions

e Those other Nation-State Actors

1
X8

l""” £
<0 o
G gt
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Measure Twice, breach never
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Prioritize

Putting it all
together

Contain

Automate
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#RSAC

Apply the Universal Cloud Threat Model

Threat Actors have Objectives
against Targets using Attack Vectors
that are observed by defenders as Attack Sequences

https://pht.us/uctm

FIREM N @PrimeHarbor

Technologies

58 RSAConference?2024



#RSAC

Apply START to prioritize your issues.

No
Issues that are regulatory or hard to exploit
UCTM NG { betayed ] Thesg are important, but not heavily
exploited, or only after Initial Access
Fixable Yes . Issues that when resolved immediately

reduce risk
No

Critical issues that will take herculean efforts to
resolve

Expectant

PrimeHarbor
FIREMUN @Technologies 59 RSAConference2024



#RSAC

Apply START to prioritize your issues.

No
Issues that are regulatory or hard to exploit
UCTM NG { betayed ] Thesg are important, but not heavily
exploited, or only after Initial Access
ple e A Issues that when resolved immediately

reduce risk

N
° Critical issues that will take herculean efforts to

resolve

Expectant

Then start to Implement GuardRails
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#RSAC

Questions?

-
95@00‘05 Rich Mogull Chris Farris
@rmogull (rarely there anymore) . @ijarriS
@rmogull@defcon.social @@jcfarris@infosec.exchange
https://securosis.com .https://www.chrisfarris.com
https://slaw.securosis.com https://primeharbor.com

https://defense.firemon.cloud ‘https://breaches.cloud

https://pht.us/uctm
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