Multi-Cloud Visibility for
Large Organizations
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Public Cloud Security Lead, WarnerMedia



Who Am [?

Cloud Security Lead at WarnerMedia

My job Is to keep the Russians off cnn.com and my friends
from downloading Rick & Morty
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How It all started...



I've got 99 open buckets but this ain't one

; Jerry Gamblin & @JGamblin - Dec 19, 2017 v
Does anyone have a security contact @cnn? Found something they will want
- to look at ASAP.
Q 10 0 27 QO 3 a
i Jerry Gamblin & @JGamblin - Dec 19, 2017 v
Also Googling "CNN Vulnerability Reporting" or "CNN Bug Bounty" is useless
]

if you are trying to find a contact actually at CNN.
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Internal Audit

e

» Audit Finding for access! -Iﬂﬂy,ellllll,,'llﬂll;ljﬂ-
» Who should be attesting? QWW

« What are all the
accounts?

* How do we track
privileges?




Give us all your external IP Addresses




State of Cloud Secu

rity
o, o



What we don't know Is what
usually gets us killed.
-Petyr Baelish

Game of Thrones (HBO)
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Global Haystack

16 Regions
875 Accounts

14,000 consoles to look
IN!
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Compute

EC2

Lightsail G

Lambda

Batch

Elastic Beanstalk

Serverless Application Repository
AWS Outposts

EC2 Image Builder

Storage

33

EF3

FSx

53 Glacier
Storage Gateway
AWS Backup

Database

RDS

DynamoDB
ElastiCache

Meptune

Amazon Redshift
Amazon QLDB
Amazon DocumentDB

Amazon Keyspaces

Migration & Transfer

AWS Migration Hub
Application Discovery Service
Database Migration Service
Server Migration Service
AWS Transfer Family
Snowball

DataSync

'
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Blockchain

Amazon Managed Blockehain

Satellite
Ground Station

echnologies
ket CF

Man ent & Governance
AWS Organizations
CloudWatch

AWS Auto Sealing
CloudFarmation

CloudTrail

Config

OpsWorks

Service Catalog

Systems Manager

AWS AppConfig

Trusted Advisor

Control Tower

AWS License Manager

AWS Well-Architected Tool
Personal Health Dashboard &
AWS Chatbot

Launch Wizard

AWS Compute Optimizer

Media Services
Elastic Transcoder
Kinesis Video Streams
MediaConnect
MediaConvert
Medialive
MediaPackage

[~2] Analytics

Athena

EMR

CloudSearch
Elasticsearch Service
Kinesis

CQuickSight

Data Pipeling

AWS Data Exchange
AWS Glue

AWS Lake Formation
MSK

Security, ldentity, & Compliance

1AM

Resource Access Manager

Cognito

Secrets Manager
GuardDuty

Inspeactor

Amazon Macie

AWS Single Sign-On
Certificate Manager
Key Management Service
CloudHSM

Directory Service

WAF & Shield

AWS Firewall Manager
Artifact

Security Hub
Detective

Mobile

AWS Amplify
Mobile Hub
AWS AppSync
Device Farm

End User Computing
WorkSpaces
AppStream 2.0
WorkDocs
WoarkLink

Qﬁ@ Internet Of Things
loT Core
FreeRTOS
loT 1-Click
loT Analytics
loT Device Defender
loT Device Management
loT Events
loT Greengrass
loT SiteWise
loT Things Graph

E;'jl@ Game Developme
Amazon GameLift

jﬁ“ Containers
Elastic Container Registry
Elastic Container Service

Elastic Kubernetes Service

Ej] Business Applications
Alexa for Business
Amazon Chime &
WarkMail

By

y
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% Networking & Content Delivery

VFC

CloudFront

Route 53

APl Gateway

Direct Connect

AWS App Mesh

AWS Cloud Map
Global Accelerator

Developer Tools
CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipeline
Cloud9

X-Ray

Robotics
AWS RoboMaker

Customer Enablement
AWS 1Q &

Support

Managed Services

AWS Cost Management
AWS Cost Explorer

AWS Budgets

AWS Marketplace Subscriptions

Customer Engagement
Amazon Connect
Pinpoint

Simple Emall Service

MediaTailor

Elermental Appliances & Software

Machine Learning
Amazon SageMaker
Amazon CodeGuru
Amazon Comprehend
Amazon Forecast
Amazon Fraud Detector
Amazon Kendra
Amazon Lex

Amazon Machine Learning
Amazon Personalize
Amazon Polly

Amazon Rekognition
Amazon Textract
Amazon Transcribe
Amazon Translate

AWS Deeplens

AWS DeepRacer
Amazon Augmented Al
AWS DeepComposer

% AR & VR

Amazon Sumerian

E&j—l Application Integration

Step Functions

Amazon AppFlow

Amazon EventBridge
Amazon MQ

Simple Notification Service
Simple Queue Service
SWF

AWS Cost Management
AWS Cost Explorer

AWS Budgets

AWS Marketplace Subscriptions



Multi-account Strategy

 YOU GET AN ACCOUNT AND -
__YOUGET.ANAWS ACCO
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Why multi-account?
e Anyone remember them?

e Admin keys were leaked
e Account was ransomed
e Ransom wasn’t paid

e Account deleted!




Tech Sprawl

e Tooling and architecture Is a cultural thing
e Well — a multi-cultural thlng

Containers Xebialabs @) zzre “; ConflguratlonManagement

EE 1 S i ® lelz i .‘I‘ ¥ .
| & docker § elasticbox I /\ puppet 4
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Monitoring
O New Relic
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Diversity in people is good,
Diversity In tech stacks, operations,
team culture, engineering process Is

another story



Antigpe https://github.com/turnerlabs/antiope

Lots of accounts and lots of regions makes for a big haystack
Enterprise tools are ridiculously expensive
AWS Config service doesn’t support all AWS services we use

Requirement to track (and identify) forelgn AWS accounts
Al / ”k \J ‘

Search engine to help find BGSHs
Opensource

Azure & GCP are in progress
An-Tie-Oh-Pee

“‘ : .‘.“"‘v'\. ) pS y
Robin Wr/ght as Ant/ope
49" Wonder Woman 1984 (Warner Bros. Pictures)
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s

ec2_client.describe_instances()

s3 client.list_buckets()

ec2_client.describe_vpcs()

{

Security
Audit
Role

organizations.list_accounts()

P

Easy to add new Lambda

2

route53.list_zones()

iam.list_users()

AWS
Trusted
Advisor

accept_invitation()

Child Account

Security
Audit
Role

Cross
account
role

Custom Reporting

0.0
'_.

UTFS
—

4 Antiope AWS Account

Ed—

B3.

cross
account
role

2

populate_ﬁccnunts()

v & Pray” Topic ‘

Inventory Checks
One per resource
Invoked once er account

)
'son

trigger_iccount()

5 minute sleep
(wait for lambda to finish)

Y

accountfreport()

DDB Streams.
|
| I—
| —

New
Accpunt
Togic
Antiope
Account
Table
new_accaount
hailer
e ot
[— (—
[— [—
Foreign TrustedAccount
Account Topic
Topic
<HTMI

foreign-acciunt-repurto

vpe-report()

2

Vulnerability Search Functions

Customization handoff()
e StepFunction
Kibana Clshbcard html & json reports
I D-I I -t -t
ElasticSearch
Amazon ES Ingest

Invokes
Lambda

Ability to
trigger
external
automations

S3 Event Naotifications




What It MonItors (wday)

o EC2 °
e Security Groups
e Elastic Network ¢©

Interfaces o
e Route 53 o
Domains o
e Route 53 Zones 4

e ElasticSearch

ECS Tasks & °
Clusters

ECR Repos o
CloudFront

CloudFormation ®
AMIs ¢

VPCs, VPN &
Direct connect

IAM Roles &
Users

Lambda &
Lambda Layers

Trusted Advisor
Support Cases
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Custom Stack

Antiope was C
Add additiona
Add additiona

esigned to be decoupled
lambda to the Inventory SNS
Stepfunction to run after

Allows us to pull data from ServiceNow
Generate custom reports

o What EC2

don’t have security agents?

19



Don’ t put lambda in aII your accounts

Gremlins (Warner Bros. 1984)
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SHOWHIE




Account Management

“Kids these days with their control towers and
organizational admins. Back in my day we had to write
lambda to enable GuardDuty and setup CloudTrail!

And we liked it!”

e Auto Discovery of new accounts allowed us to auto-
enroll accounts into security tooling

Py



Centralized GuardDuty

e All GuardDuty fed to centralized account

e CloudWatch Events triggers a push to Splunk to Splunk
HTTP Event Collector (HEC)

e Must be done in all regions

23



Distributed Centralized GuardDuty

e New AWS Organization Feature
e One account in the org now in control

Yeah, but I've got 8 payers

8 IS better than 800

24



What We Did For Vulnerability Management



Inventory!

» Discovered attributes
« Account ID
* Payer

 Root emaill

e Custom Attributes
* Exec Sponsor “cech_aponaor_snails "sa
» Data Classification : P
« Service Now records

Aggregation pOint for a” CIOUd data "'.1_-:lut.u_;':_.u'=. ification": "Internal TJ..-_
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CloudSploit & Scorecards

Account
Ownership Data » now

* Antiope orchestrates data 1 I
collection o I

Non-compliant———p|

 Fed to BCS system e NG

AWS, GCP, Azure

* Populates VM tool Bringa

Read CloudSploit Json
Write XLSX

<
CSVS+'_

Bringa
Data-Junction

Asset Data *7

Bringa
Connector

Findings

wmcsa-aydit Invokes

<4

Protected AWS CloudsSploit

Accounts

27



Threat Detection & Response

28



Cross Account Role Page

e Name, ID and Owners

AWS Account Inventory

Total Active Accounts: 840

Account Name

Rick's Café Américain

Council of Ricks
AWS - PiperChat
AWS - Nucleus
Winterfell
aws-hooli-payer
aws-hogwarts
aws-hufflepuff
aws-slytherin

Account ID

012345678901
987654321098
987654367890
058307311343
641019619799
293354143425
737694964105
877088135463
732307033544

Parent

Studio 17
Westeros-payer
aws-hooli-payer
aws-hooli-payer
Westeros-payer
aws-hooli-payer
aws-hogwarts
aws-hogwarts
aws-hogwarts

Exec Sponsor
Rick Blane
Rick Sanchez
Gavin Belson

Gavin Belson

Tech Contact
Victor Laszlo
Morty Smoth
Dinesh Chugtai
Nelson Bighetti

John Snow

e Link to quickly assume cross-account role

Root Email

cafe@wb.com
mrmeeseeks@rick.com
chat@piedpiper.io
nucleus@hooli.com
ned@winterfell.thenorth
itbudgetmanagement@hooli.com

billing@hogwarts.com

hufflepuff@hogwarts.com

Assume Role Link

antio
antio
antio
antio

antio

pe-audit-role
pe-audit-role
pe-audit-role
pe-audit-role
pe-audit-role

audit-role

29



Splunk & ElasticSearch

e Humans use Splunk
o Threat Hunting
o Investigations

e Lambda use ElasticSearch
o Reporting
o Data feeds to other systems

30



Threat Hunting

e What public ElasticSearch clusters exist in our
environment?

e \What security groups have 4505 or 4506 open?

Salt Bugs Allow Full RCE as Root on Cloud
Servers

;. . ‘ \
y B
Y N _ )
‘ 45
Researchers say the bugs
weaponized within a day
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Support Ticket Visibility

e All Support tickets are fed to the SOC to capture these

Dear AWS customer,

Your AWS Account is compromised! Please review the following notice and take immediate action to secure your account. We have
also opened an outbound Support Case if you have any additional questions or concerns regarding this notice.

Your security is important to us. We have become aware that the AWS Access Key AKIAX)J | (belonging to IAM user
_.com") along with the corresponding Secret Key is publicly available online at

32



Engineering & Finance

e “Hey what is this IP that keeps hitting our service?”
e Where Is the DNS zone money.cnn.com hosted?

e How many EBS volumes or snapshots?

e Are the instances tagged properly?

e \What Route53 domains have we registered?

33



Alternatives

“Architect for the AWS you have, not the AWS you want”
— Donald Rumsfeld 2003
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AWS Organizations D
ST

e Multi-Account capabilities are getting better

e Delegated Admin & Trusted Access make this problem
less hard

But nothing yet crosses AWS Org boundaries
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AWS Config Bl

e Antiope does much of what the AWS Config recorder
does

e ... but without deploying config in 800 accounts and 16
regions

e ... and probably a bit cheaper too.

e AWS Config Multi-Account Multi-Region Aggregators are
a good option

36



CloudMapper

e Scott Piper’s tool
e Originally for visualizations
e Has a cross-account role deployment model
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Build vs Buy

* Intimacy with Boto3 and  Fast to market!

all the features of a » No hiring approvals!
specific API call . But
* Get exactly what you » Slave to product roadmaps
need - Perpetual annual licensing
* But... charges

e you built it, now you own It.

38



Parting thoughts...



(o
‘ YOU SAID
THE CLOUD

WAS SECURE!




Future

e Azure support soon
o Subscription & VM Discovery across multiple tenants

e Azure Perimeter Scanner
e Hunt Scripts
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HEGLOUD IS DARK

A

_FORT

Game of Thrones (HBO) 3



@jcfarris
https://github.com/jchrisfarris

https://www.linkedin.com/in/jcfarris
http://www.chrisfarris.com

https://github.com/turnerlabs/antiope

The Dark Knight (Warner Bros. 2008)
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